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Web-Application Security Audit Clearance Certificate
ORGANIZATION NAME: Argali Knowledge Services Pvt. Ltd.
PROJECT NAME: Eisenvault Digitization software - NWC Goa
PRODUCTION URL:
TEST URL: http://192.168.50.10:8080
AUDIT PERFORMED BY: Sumeru Software Solutions Pvt. Ltd., Bangalore
TESTING DATE: 09" April, 2018 - 13" April, 2018

PRA DATE: 18" June, 2018

CONCLUSION:

e Website is free from OWASP top ten vulnerabilities and is safe for hosting considering the same
application source code which was used on the test URL is used in the production URL.

RECOMMENDATION:

Web Server and OS level hardening may be in place for the production server and systems.
e We recommend you to implement SSL in the production server.
e We recommend to disable remember password functionality from web application.
e We recommend you to establish logs such as monitoring suspicious activities, monitoring the
events, etc
e We recommend to set up real time monitoring and alert mechanism for suspicious activities.

*PRA — Post Remediation Assessment
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